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Planming jor Wentworth's internet safet (E-Sa{etg) curriculum has
been based on the UK Council for Internet gafetg's UKCIS) ]cf“a'mework

"Education for a Connected World”

There are eig ht keg aspects of online education that the ]cramework acknowledges to suppowvt children and young people to live
knowledg eablg, 'r“esponsiblg and safelg n a dig ital world.

— Online relations hips Online reputation Online bullg ing

This strand examines differences between online This strand examines how technolog This section examines Teputation and how This strand explores online bullying and
and offline identities, focusing on self- 'm{luences communication styles an online information influences judgments. It aggression, hig hfig hting technology'srole. It
awareness, the shaping of online identities, and highlights strategies for fostering positive rovides strategies for managing personal oﬁ}mvs - o"r’ting and intervention™strategies
media’s role in stereotypes. It identifies relationships in onlme communities. It d[?tgital content and leveraging technology to while addressing the link between aggressive
reporting and support routes and explores how encourages discussions on relationships, build positive profiles. behavior and legislation.
online technologies aﬁect self— image and consent, ha'r“mJttul behaviors, and how positive
abehavmor. online inte'raccl: ionslc}an ﬁmpowe'r“ individuals
and amplify their voices.
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M anaging online m]to'r“matto'n Health, well- bemg & ltfestg le P’T"LVO.CH and secu'mtg COP':jT”lg ht and owners hlP
This strand {ocuses on finding and This strand explores technology's impact on This strand examines the use, storage, This strand explores the concept of ownership
interpreting online infomation, ojt:]ter“m health, well-being, and li](estg?e, focus'mg on processing, and sha'r“'mg oj: ersonal online of online content. It explo*r“es strateqies ]tor
strategies for effective searching, critical data mood, sleep, bodgqmealth, and relationships. It imformation, providin beﬁavioural and protecting personal content and crec?it'mg the
eva?uation, and manag ing online risks. It also discusses 'negative behaviours a'mpl'tfted technical strategies to satequard p'r“ivacg and 'r“ig hts o]t others as well as add'r"ess'mg
addresses both Ph sical and online safety and by online technologies and strategies for protect data and systems from compromise. potential consequences of illegal access,
covers ethlcati publishing practices. managing these issues. download and distribution.
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Intermet safetg is also taug ht in half—te'r“mll:] assemblies (split bg keg stage) with a focus chosen based on current challe'nges in the school. Reszgzcizctl]%:oeﬁem
Ever“g year group urther covers internet safetg objectives in their PSHE lessoms. PFFQ)OJECT
For internet safetg dag, each year group completes ocused leam'mg based on the theme of the dag each year. 2Johns also p'r"ovicle fwr*the'r“ education. EV{:‘}L\/E@


https://www.gov.uk/government/publications/education-for-a-connected-world

ey stage one

Autumn Autumn 2 Sp'r"'mg 1 Sp'r'mg 2 Summer 1 Summer 2

I can 'Lde'nti]tg rules that

help keep s saf e and I can give some simple L can describe ways that [ can oﬁer examples of how
EY FS healthg in and bel:lond the h l some people can be unkind hi ke oth }[ l
home when us'mg examples of these rules online. this can make others tee
tech'nologg

I know / understand that
we can encounter a range I know how to get hel
of th'mgs online includin from a trusted ac?ult if we

things we like and don't like | see content that makes us
YBCI.'T" one as vs?ell as things which are | feel sad, uncomfortable,
real or make believe [ a worried or frightened.
joke.
I can describe how I know who to talk to if
Y ango'ne's online so'meth'mg has been put
ear two

'mfo'r“matio'n could be seen | online without consent or 'Lf
bl:] others. it is incorrect.




L ower keg stage

two

Online reputation

Online buiig'mg

Autumn |

Autumn 2

Sp'r“i'ng 1

Sprifng 2

Year three

YGCI.'T" ]cO ur

I can describe app'rop'riate
ways to behave towards
other people online and

whg this is impoﬂant.

I can give exampies of how
buiigi'ng behaviour could
appear online and how
someone can get support.

I can explain why
spending too much time
using technology can
sometimes have a neqative
impact on anyone; lgccm
give some examples o]t both
positive and negative
activities where it is easy to
spend a lot of time engaged

I can explain why some
online activities have age
restrictions, why it is
important to follow them
and know who I can talk to
i]t others pressure me to
watch or do something
online that makes me feel
uncomfortable (e.g. age
restricted gaming or web
sites).

I can explain why lots of
people sha'ri'ngﬂ the same
opinions or beliefs online

do not make those opinions
or beliefs true.

I can explain what is
meant bg jiin.ke news e.g.
whl:] some people will create
stories or alter
photog'rvaphs and put them
online to pretenci
so'methi'ng is true when it
isn't.

S ummer 1

Summer 2




Uppe'r keg stage

two

Online reputation

Online bullg'mg

Autumn

Year five

Year six

I can describe how to
capture bullying content as
evidence (e. screen-grab,
URL, p'rofile% to share with

others who can help me.

Autumn 2

I can explain how someone
wouﬁi Teport online
bullying in different

contexts.

Sp'r"'mg 1

Spri*ng 2

Summer 1

Summer 2

I can recognise online
bullying can be different to
bullying in the physical
wor?d and can describe
some of those differences.

I can identify a range of
ways to 'r“epor't concerns
and access support both in
school and at home about
online bullying.

I can describe some
strategies, tif})ls or advice to
omote health and
we lbe'mg with 'rvega'r'cls to
technology.

I can explain how and why
some apps and games may
Tequest or take payment
for additional content (e.g.

in-app purchases,
lootboxes)Pcmcl explain the
importance of seeking
permission from a trusted
adult before purchas'mg.




fod e o basedon. ] B8 o Internet safety in

E FOUNDATION

the UK Council for

Internet Safetg's
(UKCIS) framework

“Education fo*r“ a

Connected World” N y
Autumn S PTINg
— Health, well-being & Health, well-being & — Online bulluin
lifestyle lifestyle J1J
Autumn Autumn 2 Spring | Spring 2 Summer Summer 2
N N/ N N ——]
I can Tecognise, I can 'Ldentifg rules I can give some I can 'Ldent'tfg some I can describe I can Of]te'r“
online or offline, that that help keep us simple examples of simple examples of my ways that some examples o]t how
anyone can say no’ sa]ce and iealt y in these rules personal injormation eople can be this can make
- ‘please stop - Tll and beyond the (e.q. name, address, P kP 4 onl; h l
tell' - Tll ask’ to home when using 9b'rr’thdag, age, AL CATRAE: others ]tee :
somebodg who technologg. location).
makes them ]ceel sad,
uncomfo*r’table,
embarrassed or
upset.

Internet safetg Intermet safetg Internet safetg
assemblg assemblg assemblg

These statements are taug ht as weeklg starters to the computing lessons.
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Plcmn'mg for internet

safetg has been based on _l:t:.

the UK Council for
Internet Safetg's
(UKCIS) framework

“Education fo'r" a

Connected World”

Internet safety in

YEAR ONE

I can recognise that
there may be people
online who could
make someone feel
sad,
embarrassed or
upset.

J

If someth'mg
hap ens that makes

me feel sad, worried,

.

lmcom](ortable or
frightened I can give

examples of when
and how to speale to
an adult I can trust

and how they can

help.

. /L

S p'r'mg

. J . J

I can give examples
of when I should ask
permission to do
something online
and expla'm whg this
LS 'L'mporftcmt.

LS 'L'mpowvtcmt to

choices.

[ can expla'm WhE

considerate and kind
to people online and
to 'rvespect their

Internet safetg
assemblg

These statements are taug ht as weeklg starters to the computing lessoms.

Intermet safetg
asse'mblg

N
J
é )
. J

Mcmag ing online 'm.for'mation

@ e
oummer T (Summer 2
I know / understand I know how to get

that we can help (Irom a trusted
encounter a Tange of adult if we see
th'mgs online content that makes
includin th'mgs we us feel sad,
like and don't like as uncomfo*r’table,
well as th'mgs which worried or
are real or make frig htened.
believe / a joke.
\L J \_ J

\

Internet safetg
assemblg

PSHE- )
ng ptctu'r"es

C ShCl.’T"
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Planning for internet "

safety has been based on =
the UK Council for "
Internet Safety's .
(UKCIS) framework

“Education fo*r“ a

Connected World”

Internet safety in

YEAR TWO

é ) é )

Autumn S p'r'mg

Online reputation

SETV'mﬂ l SE'rV'mﬂ 2

I can explain why I I can explain who I I can describe how I know who to talk to I can explain how I can explain and
have aTig ht to say should ask befo*r"e a'ngone's online i{)someth'mg has passwo*r”ds can be give examples O]c
o or Twill bave to sha'r"'mg th'mgs about 'mfo*r'mation could be een put online used to protect ‘ what ;lS mec'mt bEj
ask someone’. [ can mgself or others seen bg others. without consent or 'Lf 'mfomation, private and keep'mg
expla'm who can help online. it is incorrect. accounts and th'mgs p'r"ivate'.
me if I feel under devices.
pressure to a?'r"ee to
someth'mg am
unsure about or
don't want to do.
. J \. J . J . J . J . J

Internet safetg Internet safetg Internet safetg
assemblg asse'mblg assemblg

\

(‘ Plalj'mgp gaHﬂEgs Sa]te[D These statements are taug ht as weeklg starters to the comput'mg lessomns.
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Planning for internet 4 - )
safetg has been bgsed on I“ter“et safetv I“
the UK Council for
Internet Safety's
(UKCIS) framework
"Education for a
Connected World” y )
( ) ( ) ( N
Autumn S pTINg
\_ _J \_ J
O'n.l.l.'n.e I:)U.I.I.El mg Health, Well—bemg & llfGStHle Onllne frvelatlonshlps
Autumn 1 Autummn 2 Sp'r'mg l Sp'r"'mg 2 Summer 1 Summenr 2
I can describe I can give examples I can expla'm Wh&L I can explain why some I can expla'm what it Ican expla'%'n thlt Ls
ap E'r“o priate ways to o]f how bullg'mg spe'nd'mg too muc online a;tiyities have. means to 'know meant bg ’f_f”us'tm
ehave towards behaviour could time using tech'nologuj age restrictions, why it sormeone. online and Sime'OT;[? online’, why
other people online T e can sometimes have a is important to follow why this might be this is different from
d whu this i PP e o them and know who I 4 ltkmg someomne onlme,
amd why this is how someone can g 1 e cam talk to if others Lff?rent ]Cr“om and why it is
important. get support. anyone, 1 can ?We pressure me to watch knowing someone important to be
some gxamples 0 b.oth o~ do something online of(}]l'me. careful about who to
POSL_J“Y? and “egc}tl_ve that makes me feel trust online including
activities where it is uncomfortable (e.g. age what 'm]tormation and
easy to spe'nd a lot O]t restricted 9a'm'm9 or content theg are
\ y \ \ time eng aqed y \ web sites). y \ y \ trusted with. y
Internet safetg Intermet safetg Internet safetg
asse'mblg asse’mbll_,j assemblg

\

Superl?sgﬂvléﬁer and >

nome of your business

These statements are taug ht as weeklg starters to the computing lessons.

(
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Planning for internet

safetg has been based on =

the UK Council for
Internet Safety's

(UKCIS) framework
“Education fm

Connected World”

Internet safety in

YEAR FOUR

r

Autumn

I can give examples
oﬂlow to beP
'r“espectj:ul to others
online and describe
how to recog'nise
healthg and
Lmhealthg online
behaviours.

I can explain how
content shared
online may feel

Lmimportcmt to one

person but may be

i'mporftcmt to other
people's thoug hts
feelings and beliefs.

J

.

S p'r'mg

Ma'nag ing online 'mfor*mation

SE'rV'mﬂ l

I can explain why lots
of people sharing the
same op'mions or
beliefs online do not
make those opinions
or beliefs true.

SE'rV'mﬂ 2

I can explain what is
meant bg fake news
e.g. whg some people
will create stories or
alter photographs
and put them online
to pretend
somet 'mg ls true
when it isn't.

I can describe
Positive ways for
someone to interact
with others online
and understand how
this will positivelg
'meact on how
others perceive
them.

I can expla'm that
others online can
pretend to be
someone else,
'mclud'mg my
friends, and can

suggest TeaASoONns Whg

\. J

G

theg mig ht do this.

Internet safetg
assemblg

<

0

These statements are taug ht as weeklg
starters to the computing lessons.

. /L

Intermet safetg
asse'mblg

<

PSHE-
Stereotgpes

@

)

J

assem 9

> Internet sboltfetg

<
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Planning for internet -
safety hasggee'n based on E _|:=.: -
the UK Council for "
Internet Safety's . .
(UKCIS) framework

“Education for a

Connected World”

éa )

Autumn

Internet safety in

YEAR FIVE

. J

Online relations hi.ps

Sp'r”'mg

Online bullg 'mg

N
J
é )
S ummer
\. J

Health, well-being & lifestyle

Autumn

I can expla'm that
there are some
people I
communicate with
online who may
want to do me or my
friends harm. I can
recognise that this is
not my [ our ]cault.

[

J

[

.

Auturmn 2

I can explain how
someone can 9et
help if they are
hav'mg p'rvoblems and
'Lde'ntifg when to tell
a trusted adult.

Internet safetg
asse'mblg

@ e )

Sp'r"'mg l

I can 'r“ecog'nlse online
bullying can be
diﬁervent to bullg'mg In
the physical world
and can describe
some o]c those
dlﬁerences.

Sp'r"'mg 2

I can identify a
Tange o]c ways to
'r“eport concerns and
access suppowvt both
in school and at
home about online

bullg'mg.

. J

\. J

Intermet safetg
asse'mblg

These statements are taug ht as weeklg starters to

the computing lessons.

S ummerr 1

I can describe some
strategies, tips or
advice to promote

health and wellbeing

with regards to
technologg.

S —

J

.

Summer 2

I can explain how and
whg some apps and
games may request or
take pagme'nt ]cor
additional content (e.g.
in-app purchases,
lootboxes) and expla'm
the importance of
seek'mg per“mission
from a trusted adult
before purchas'mg.

J

\

Internet safetg
assemblg

® -

PSHE- :>
mmuntication
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Internet safety in

YEAR SIX

Planning for internet - 2
safetg has been based on _|:=-: . E
the UK Council for -
Internet Safety's
(UKCIS) fr“amework
"Education fm
Connected World” \
7 )
Autumn
L J
Online bullg'mg
Auturm ] o Autumn 2

I can describe how to
capture bu.llg'mg
content as evidence
(e. screen-grab,
U?QL, profile) to
share with others
who can help me.

someone would
report online

contexts.

J L

[ can expla'm how

bullg'mg in differvent

Internet safetg
assemblg

These statements are taug ht as weeklg
starters to the computing lessons.

S p'r"mg

I can expla'm what to
do 'Lf a password is
shared, lost or stolen.

\. J

.

I can describe
eﬁective ways people
can manage
passwords (e.g.
stor'mg them
secu:r“elg or sav'mg
them in the
browser).

Intermet safetg
assemblg

\

AN

(‘ FaceEgoll%;iends >

S ummerr 1

I can identl]cg and
critically evaluate
online content 'r"elat'mg
to gender, race,
religion, disability,
culture and other
gﬂvoups, and explain
why tt is importcmt to
challenge and reject
'mapp'r"o p'r"iate
"r“ep"r“esentations online.

Summer 2

I can describe issues
online that could make
anyone feel sad,

worried, meom{o*rftable

\.

or l{frig htened. I know
and can give examples
of how to get help, both
on and offline.
I can explain the
'meor*tcmce o]c ask'mg
until T get the help
needed. )

Internet safetg
assemblg

\

(‘Th‘mk be

ol'r_!eEgou click)



https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/education-for-a-connected-world

